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Abstract:

The detection of cryptographic attacks is a vital aspect of maintaining cybersecurity, especially as digital infrastructures
become increasingly intricate and susceptible to sophisticated threats. This systematic review aims to examine and compare
a range of machine learning approaches applied to cryptographic attack detection, focusing on their performance in terms
of detection rates, efficiency, and overall effectiveness. A comprehensive review and meta-analysis were conducted,
focusing on existing research that utilized machine learning models for identifying cryptographic attacks. The models
included in the review were Naive Bayes, C4.5, Random Forest, Decision Tree, K-Means, and Particle Swarm Optimization
(PSO) combined with Neural Networks. Studies were selected based on their relevance to cryptographic security, with
particular attention paid to performance metrics like classification accuracy, precision, recall, and area under the curve
(AUC). The findings indicated that the C4.5 decision tree model achieved a high classification rate of 98.8%, while both
Random Forest and Decision Tree models performed with an accuracy of 99.9%, making them highly suitable for real-time
attack detection. Additionally, the PSO + Neural Network model showed enhanced detection precision, illustrating the
value of integrating optimization techniques with machine learning models. The use of machine learning, especially with
ensemble methods such as Random Forest and Decision Trees, proves to be highly effective for cryptographic attack
detection. The study underscores the necessity for customized machine learning solutions in cybersecurity, balancing both
high accuracy and operational efficiency. Further research should focus on the real-world deployment of hybrid models to
confirm their practical effectiveness.

Keywords: Attack Detection, Cryptology, Cryptographic Security, Machine Learning Techniques, Risk Prediction,
Vulnerability Analysis, Cybersecurity.
Dataset link: -

1. Introduction

The utilization of a network depends on its data integrity, confidentiality and availability, which are core elements
in cybersecurity [1], [2]. A fundamental feature of this system is cryptology, which ensures the safeguarding of data
both within and across the network [3]. Cyber technology has progressively enhanced data management and
transmission processes by enabling a cryptographic platform that ensures secure communication [3], [4], [5]. This
advancement in technology is designed to safeguard sensitive information from intruders by encrypting it using secure
techniques that can only be decrypted by authorized users, thereby filtering out all malicious attempts to gain access

[1].

Cryptology encompasses the scientific study of cryptography and cryptanalysis. It involves the development of
secure communication techniques, principles, methods and processes designed to protect information and
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communication through the use of codes and ciphers. This includes the comprehensive processes required to ensure
secure communication [6], [7]. Cryptology is sub-divided into two fundamental branches which are Cryptography and
Cryptanalysis [7].

Cryptanalysis is the study and practice of methods used to break cryptographic systems and algorithms that create
codes and ciphers for secure communication [8]. This involves the application of various techniques to conduct a
comprehensive analysis of cryptographic systems, aiming to identify vulnerabilities that could be exploited by
intruders for malicious purposes [9], [10]. The aim of cryptanalysis is to identify and uncover vulnerabilities in
cryptographic protocols and algorithms, preventing unauthorized access to confidential data [11].

Cryptographic attacks are malicious attempts by intruders to exploit vulnerabilities in a system, aiming to gain
unauthorized access to confidential information for ulterior motives [12]. The aim of cryptographic attacks is to
compromise the CIA triad of a system, which ensures its confidentiality, integrity, and availability [13]. These exploits
are achieved through the discovery of weaknesses in the protocol(s), algorithm(s), or the implementation of
cryptographic systems [14]. Another potential motive explored by intruders seeking illegitimate access is to
impersonate a system, turning it into a zombie and thereby exploiting indirect attacks like Distributed Denial of Service
(DD0S) attacks on other systems using the harvested zombie systems [15], [16].

CRYPTOLOGY
CRYPTOGRAPHY CRYPTANALYSIS
SYMMETRIC ASYMMETRIC

Figure 1. Cryptographic Relationship [17]

Cryptographic attacks are used to exploit vulnerabilities in systems and protocols [18]. These attacks which
specifically target encryption and security protocols, include the Birthday Attack, Brute Force Attack, Chosen-
plaintext Attack, Cipher-text Only Attack, Known-plaintext Attack, Padding Oracle Attack, and Side-Channel Attack.
On the other hand, network attacks, which focus on exploiting network infrastructure and applications such as Cross-
Site Scripting (XSS), Denial-of-Service (DoS), Distributed Denial-of-Service, Malware, Man-in-the-Middle, Packet
Sniffing, Phishing Attack, and SQL Injection (SQLi) Attacks. These attacks aim to compromise system security by
targeting vulnerabilities in confidentiality, integrity, or availability [19]. As networks and cryptographic attacks grow
more implicit and complex to detect, the quest for enhanced techniques in protecting data across the network and the
entire system also involves methods that will enhance cryptographic attack detection and highlight the intending
vulnerable areas liable for exploit, needs continuous growth to ensure ownership of the system [20].

Dubious schemes are often employed to breach cryptographic systems, emphasizing the need for advanced
techniques to enhance system protection. This calls for the application of complex methods and models to establish a
robust security framework, ensuring access is restricted to authorized users only [21]. There is a progressive increase
in exploits that navigate these bonds to gain illegal access, despite the techniques and models programmed to monitor
the system. Intruders explore every vulnerable point and attempt to bypass security features for malicious purposes,
thereby compromising confidentiality, integrity, and availability. This can result in significant losses, including data
breaches, financial losses, and customer dissatisfaction [22].

The advanced utilization of machine learning (ML) techniques in cybersecurity have strengthened the capacity to
identify patterns and prevent security threats [23], [24]. Machine learning (ML) is a prevailing technique for analyzing
and identifying anomalies and intricate data patterns, enhancing the detection of cryptographic attacks. Its
effectiveness in intrusion detection plays a vital role that ensures digital security, and safeguarding data storage [25].
Key features include:
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a. Confidentiality: Confidentiality mitigates intrusion by ensuring that only the users with authentic access are
capable of accessing the information, protecting data from unauthorized users (intruders) and keeping it safe
from every third party [26].

b. Integrity: It ensures that data remain in their original format without alterations, transmission errors, or storage
issues, safeguarding their integrity and maintaining consistency [27].

c. Availability: This is a vital asset in network security, ensuring the accessibility and usability of data by authorized
users in the expected format. It guarantees reliability and consistency, even when under threat from intruders
[27].

d. Authenticity: This confirms the identity of users, guarding against impersonation and ensuring valid and trusted

communication. Authentication can be categorized into two forms;

e Symmetric: This is a cryptographic technique in which the sender shares the same key with the receiver for
both encryption and decryption of data on the network [17].

e Asymmetric: A cryptographic technique, also known as public key cryptography, involves utilizing a pair
of key; (i) A public key for encrypting data before sending it across the network, (ii) A private key for
decrypting the data on the receiving end [17].

Non-Repudiation: This concept is a cryptographic mechanism that authenticates user identities, maintains logs

of user actions for verification and accountability, and ensures the integrity and originality of data exchanges.

@

These machine learning features provide significant leverage in identifying patterns and anomalies on the network.
Applying these capabilities to key areas such as cryptographic protocols, key management, hash functions, signature
schemes, and side-channel attacks can facilitate the development of advanced detection methods, thereby
strengthening the security of cryptographic systems [28]. This requires the development of models capable of learning
from both known and unknown attack patterns, identifying anomalies, and uncovering underlying vulnerabilities. The
intersection of cryptographic mechanisms and machine learning techniques has opened up a vast field of study,
offering a variety of approaches and models to explore and apply in creating a secure environment for safeguarding
the digital world [29]. This researech specifically analyzes best practices and recommend best possible machine
learning algorithms for personalized and corporate applications.

Rationale

The rationale for conducting this systematic review is based on the need to gain understanding on the varieties of
machine learning techniques utilized in detecting cryptographic attacks [30]. This research project will highlight
potential vulnerabilities that affects secure storage and flow of data within and across cyber systems [12]. It will assess
the effectiveness of utilizing machine learning techniques for proactive and adaptive defense response to prevent
intending intrusion and mitigate the impact of cyber attacks and recommend best practices, strategies and possible
aftermath for personalized and corporate application.

Aim and Objectives

This research aims to review recent articles that utilized machine learning techniques for cryptographic attack
detection and wvulnerability analysis to discover best practices and identifying potential pathways for future
advancements. It utilizes the PICO recommended framework [31] to drive it objectives as seen in Table 1.

Table 1. Objectives of the research

SN Item Objectives
. . Cybersecurity systems and networks susceptible to cryptographic attacks and
i Population e
vulnerabilities.
" . Implementation of machine learning techniques for cryptographic attack detection
il. Intervention L .
and vulnerability analysis.
iii.  Comparison Comparative analysis of different machine learning algorithms, models, or

methodologies applied to cryptographic attack detection and vulnerability analysis.
Evaluation of the effectiveness, efficiency, and robustness of machine learning-based
iv.  Outcome approaches in identifying and mitigating cryptographic attacks. Identification of best
practices and strategies for enhancing cryptographic system security through machine
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SN Item Objectives
learning techniques.

2. Method:

The PRISMA 2020 Statement [32] method was employed in this research project with the Articles from Scopus
and and Google Scholar retrieved on May 8, 2024 and May 13, 2024 respectively. Elimination criteria was applied to
exclude articles not relevant to the research objectives, only final articles written in english language was considered
for inclusion not negleting the eligibility criteria, inclusive and exlusive criterias listed below.

Eligibility Criteria
The eligibilty criteria for this research project followed the PICO framework [31] as seen in Table 2.

Table 2. Inclusion and Exclusion Criterias

SN Item Inclusion criteria Exclusion criteria
Studies focusing on cybersecurity systems Studies that does not focus on cryptographic
and networks vulnerable to cryptographic attacks and network vulnerabilities.

i Population attacks, including but not limited to

governmental and corporate institutions and

its networks.

Research articles and studies that implement Research that did not utilize machine
machine learning techniques for learning techniques to detect or mitigate
cryptographic attack detection and cryptographic attacks.

vulnerability analysis

Studies comparing different machine learning  Studies that does not compare or is not

ii. Intervention

. approaches or traditional methods for eligible to be compared with other machine
iii.  Comparison - . .

cryptographic attack detection and learning approaches.

vulnerability analysis

Articles reporting on the effectiveness, Articles that did not implement machine
- efficiency, and robustness of machine learning approaches and has no outcome or
iv.  Outcome - L e .

learning approaches in identifying and reports on cryptographic attacks.

mitigating cryptographic attacks

These criterias ensures that relevant studies are included while excluding studies that do not meet the
specific objectives of the review.

Information Sources

a. Scopus - Wednessday May 8, 2024
https://www.scopus.com/

b. Google Scholar - Monday May 13, 2024
https://scholar.google.com/

Search Strategy

The search strategy was meticulously devised to encompass all facets relevant to the investigation of
"Cryptographic Attack Detection and Vulnerability Analysis Using Machine Learning Techniques" within the
domains of cybersecurity, machine learning, computer science, and related fields. It encompasses research spanning
cryptographic attack detection, vulnerability analysis, and the application of machine learning in safeguarding digital
systems. The search scope includes studies published in reputable journals and conferences, with a focus on English-
language publications from 2013 to 2024.

This strategy aims to capture a comprehensive understanding of the intersection between cryptography, machine
learning, and cybersecurity, exploring advancements in machine learning algorithms and methodologies for detecting
and mitigating cryptographic attacks. Additionally, it seeks to uncover insights into emerging threats, novel detection
techniques, and best practices for enhancing cryptographic system security in an ever-evolving threat landscape.

Selection Process

Table 3. Documents successfully retrieved from database for the research


https://www.scopus.com/
https://scholar.google.com/
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Database outcomes
Scopus TITLE-ABS-KEY ( ( ( cryptograph* OR encrypt* OR cyber*) AND ( attack OR vulnerability OR threat OR 252
intrusion ) ) AND ( detection OR discovery ) AND ( vulnerability AND ( analysis OR evaluat* OR assessment
) ) AND ( "machine learning” OR "artificial intelligence” OR ai OR "deep learning” ) ) AND PUBYEAR >
2017 AND PUBYEAR < 2025 AND ( LIMIT-TO ( SUBJAREA , "COMP" ) OR LIMIT-TO ( SUBJAREA ,
"ENGI" ) OR LIMIT-TO ( SUBJAREA , "MATH" ) OR LIMIT-TO ( SUBJAREA , "DECI") OR LIMIT-TO
(SUBJAREA , "NEUR") OR LIMIT-TO ( SUBJAREA , "ENVI")) AND ( LIMIT-TO ( DOCTYPE , "ar")
) AND ( LIMIT-TO ( PUBSTAGE , “final" ) ) AND ( LIMIT-TO ( SRCTYPE , “j*) ) AND ( LIMIT-TO (
LANGUAGE , "English") )
Google “Cryptographic Attack Detection and VVulnerability Analysis using Machine Learning Technique,” 119
Scholar

Data Collection Process

Documents retrieved from Scopus were exported in "Comma Separated Value" (CSV) and "Research Information
Systems™" (RIS) file formats, while documents sourced from Google Scholar were directly saved to Mendeley
Reference Manager using the Mendeley browser extension. Both sets of documents were successfully imported into
the Mendeley Reference Manager. The final search was conducted on Tuesday, May 14, 2024, and all references were
exported to Hubmeta (https://hubmeta.com/) for duplication checks, title screening, and full screening. A total of 371
documents were submitted to Hubmeta for review. After applying both inclusion and exclusion criteria to select
relevant articles, 77 articles were retrieved from Hubmeta for manual screening and review.

Data Items

Article bibliographies were retrieved from Scopus on May 8, 2024, using the query strings described in section
2.6, and from Google Scholar on May 13, 2024, using the research title as a query string. A total of 371 documents
were retrieved from these two bibliographic databases as follows: Scopus (252) and Google Scholar (119). The
screening process excluded files in the following stages: initially, 10 duplicates were identified, and 7 documents were
deemed ineligible by the Hubmeta screening tool. The second stage of screening, involving titles and abstracts,
excluded 252 documents that were not aligned with the research objectives. Additionally, the full text of 21 documents
was unavailable, 1 document was retracted, and the content of 54 documents did not explicitly address the focus of
this research project.

Risk of Bias Assessment

The anticipated methods for evaluating bias in each article were devised to align with the focus of the current
research on "Cryptographic Attack Detection and Vulnerability Analysis Using Machine Learning Techniques.” Bias
assessment was conducted at both outcome and study levels, with a specific emphasis on examining the quality and
methodology of studies pertaining to cryptographic attack detection and vulnerability analysis using machine learning
techniques. At the outcome level, risk of bias was evaluated by scrutinizing the reporting and methodology related to
the outcomes of interest, such as the effectiveness of machine learning algorithms in identifying and mitigating
cryptographic attacks. This assessment encompassed factors such as the clarity and comprehensiveness of outcome
reporting, the appropriateness of statistical analyses, and the potential for outcome misclassification or measurement
bias.

Similarly, at the study level, the risk of bias was assessed by considering various factors that could influence the
validity of the study findings in the context of cryptographic attack detection and vulnerability analysis. This
evaluation included an examination of study design, participant selection methods, potential confounding variables,
and sources of bias such as funding sources or conflicts of interest. The information gleaned from assessing the risk
of bias in each article was integral to the data integration process, facilitating the analysis and interpretation of findings
within the realm of cryptographic attack detection and vulnerability analysis using machine learning techniques.
Articles deemed to have a high risk of bias were accorded less weight in the overall analysis, whereas studies with
lower risk of bias were prioritized for inclusion, ensuring the robustness and validity of the research outcomes.
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Figure 2. 2020 PRISMA Flowchart [32]
3. Results and Discussion

Results

This research presents a summary of 23 various studies (articles) that focus on different factors influencing the
detection of cryptographic attacks, the analysis of vulnerabilities, and the application of machine learning techniques.
The included studies analyzed how these factors contribute to outcomes such as the effectiveness of detection methods
and the identification of vulnerabilities. By categorizing the studies based on these factors, the research seeks to
provide an in-depth analysis of the research landscape in this particular area of study. The document highlights the
importance of considering various factors, both technical and methodological, in understanding and improving
cryptographic attack detection and vulnerability analysis. Table 4 below identifies key themes across various studies,
contributing to the broader understanding of system security.

REVIEWED ARTICLES
2024 20182019

1% 4% 4% 2018
,.‘ oL 2020 - 2019
2% 00
25% ! » 2021

12%
2023

2022

21% - 2024

Figure 3. Distribution of Articles by Year (2018-2024)

Below is the comprehensive analysis of 24 articles, capturing key aspects such as their Title, Year of Publication,
Methodology, Problem Statement, Identified Research Gap, Dataset used, Performance Metrics, and Results achieved;

Table 4. General Findings of Included Studies
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SN Ref/Yr Methodology Problem Statement Performance
1. [33] Text-CNN, The identification of anomalies through machine  Text-CNN gained an optimal accuracy of 0.989
2020 XGB, LDA, RF, NB, SVM learning models to track attacka such as ransomwareand ~ with a low false positive rate of 0.03. XGB
it likes on user systems followed-up with 0.931 accuracy and 0.023
lowest false positive rate.
2. [34] DT, KNN, Although cloud computing seems reliable, it is The classification of FTP and SSH using DT
2023 subceptible to external attacks such as brute force and KNN yeilded high accuracy for Decision
attacks. Explosing the optimality of DT and KNN in  Tree with 0.99954 with a complimentary score
detecting brute force attack will aid the mitigation of  of 0.99861 from k-NN. This scores good for
exploit. both models.
3. [35] NB, Bayes Net, KNN, RF  Conventional security approaches struggle against The optimal performance with an accuracy of
2021 and SVM complex cyber-attacks. 10T devices and 5G networks  91.1% is achieved using the Naive Bayes
increases attack exposures especially APT exploit. classifier to detect Advanced Persistent Threat
(APT).
4. [36] RF, NB, LR Brute Force Attacks, where attackers try to gain illegal DT C4.5D and C4.5N expounded strong
2024 access by attempting different key combinations, are one  performance with AUC values around 0.98-
of the most prevalent network attacks. 0.99 in both the with-ports and without-ports
experiments.
5. [37] deep learning-based ~ Problem of detecting brute force attacks on loT  The classification results were very high across
2023 approach (Bi-flow Features)  networks. both feature sets with 99.6% accuracy on Bi-
flow feature set and 99.7% on Uni-flow feature
set, using hold out validation method
6. [38] Deep Learning-based  The defficiency of traditional network security methods  The proposed model demonstrates optimal
2023 Approach like Intrusion Detection systems in detecting complex  performance compared to the existing
attacks such as brute-force on FTP and SSH protocols,  approaches recorded in the lieterature review.
proposes deep learning-based model to improve
detection accuracy and efficiency, and enhance network
security.
7. [39] Swarm Optimization merged  Need for improved cybersecurity by using machine  The benign and anomalies are more accurately
2024 with Support Vector learning  techniques, specially through data classified using the SVM algorithm. Better
Machine (PSO + SVM) preprocessing to counter increasing sophisticaed and  performance metrics are produced by the
frequency of cyber-attacks. recommended PCO-SVM techniques.
8. [40] Random Forest and Decision  Effective need of improved data protection and security ~ The accuracy of RF and DT are 100% of attack
2023 Tree for attack detection and  within cloud computing environments. Traditional  detection each. and SGD for 98% accurate data
SGD for data classification. methods face deprivations such as inadequate classification. The encryption algorithms
preprocessing, issues with classifier choices, limited use  adopted are rivest cipher (RC4).
of multiple classifiers, and reliance on outdated datasets.
9. [41] Decision tree-based Machine  To design an effective intrusion detection system using  Decision tree-based approach enhances IDS
2019 Learning techniques machine learning techniques, classify the network performance with improved accuracy and
traffic data using anomalies detection. reduced model build time.
10. [42] Deep learning model for Integration of 10T and communication networks in ICS ~ Outperforms RF, DNN, AdaBoost, and existing
2020 balanced dataset  raises vulnerability to cyber-attacks. Traditional IDSs  models, demonstrating  superior  attack
construction and ensemble lack balance in ICS datasets, resulting in low accuracy.  detection in ICS environments.
attack detection using DNN
and DT classifiers.
11. [43] Proposes DeeplDS, a DL SDN promises a dynamic and cost-effective network  Deep-IDS demonstrates potential for efficient
2020 approach ~ for  intrusion  solution but introduces vulnerabilities. Exploiting these intrusion detection in SDN without affecting
detection in SDN. vulnerabilities, attackers can conduct various attacks. OpenFlow controller performance. Trained and
tested on NSL-KDD dataset, achieving 80.7%
and 90% accuracy with DNN and GRU-RNN
models, respectively.
12. [44] Online-learning-based DoS  WSNs wvulnerable to DoS attacks in hostile Proposed method competitive in terms of
2020 Attack Detection Approach environments. Focus on online learning for continual  accuracy, precision, recall, and F1-score,
adaptation to new data. Existing online algorithms lack  improving DoS attack detection in WSNs.
consideration for internal and external data interference.
13. [45] Evaluation of Machine Identifying phishing websites is crucial for internet Random Forest Classifier identified as the most
2020 Learning Techniques for  security as online resources become more prominent, effective technique for phishing website

Phishing Website Detection

aiming to prevent data breaches and ensure safe internet
browsing.

detection based on evaluation metrics.
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SN Ref/Yr Methodology Problem Statement Performance
14. [46] Feature-Based IDS for Smart ~ Smart grid systems vulnerable to cyber-attacks, risking Random Forest and Neural Network classifiers
2021 Grid Systems network integrity and confidentiality. IDS crucial for  outperform others. Achieves 0.5% and 0.08%
secure smart grid operation. false alarm rates on KDD99 and NSLKDD
datasets respectively. Average detection rate
and testing accuracy of 99% for both datasets.
15. [47] Self-Organizing Maps  To develop a network anomaly detection system (ADS)  The proposed system of K-means clustering
2018 (SOM), Ensembles:  to identify and flag significant deviations from normal and ID3 decision tree learning methods
Bayesian Hidden Markov activity, caused by malicious or unauthorized users, and  achieved good results in classification of benign
Model k-Nearest Neighbors  to address the limitations of signature-based automatic ~ and anomalies.
(k-NNs), Support Vector detection methods that are unable to detect new types of
Machines (SVMs), Neural attacks.
Networks (NNs)
16. [48] Low Power ML Techniques 10T raises security concerns, especially loT botnet  Experimental results show accuracy rate of over
2021 for 10T Botnet Detection attacks, due to memory and processing limitations of  99.99%, true positive rate of 1.000, and false-
10T devices. Efficient detection methods needed. negative rate of 0.000, indicating successful 10T
botnet detection.
17. [49] Derives relationship between  DDoS attacks disrupt server resources, posing severe  Logistic Regression outperforms Naive Bayes.
2022 request arrival time and cyber threats. It applies mathematical and machine Both models contribute to efficient DDoS
throughput. Proposes  learning models to detect DDoS attack using CAIDA  detection. Real-time datasets used for analysis.
mathematical and ML 2007 Dataset. Logistic Regression and Naive Bayes are  Machine learning models achieve 100%
models for DDoS detection.  compared. accuracy, slightly better than mathematical
Uses CAIDA 2007 Dataset model (99.75%).
and Weka for
implementation.
18. [50] Proposed method utilizes Rapid growth of smart cities reliant on 10T and 5G  Decision tree classifier achieves 99% accuracy
2022 two  feature  selection technologies. Security and privacy challenges arise due in detecting injection attacks using proposed
techniques and multiple to oversight in 10T device security. Injection attacks feature selection method. Outperforms related
machine learning classifiers.  pose significant threats. work.
Evaluated on AWID dataset.
19. [51] Logistic Regression,  Identifying and preventing SQLIA, a significant cyber SMO, IBK, and J48 achieved accuracy values
2022 Stochastic Gradient Descent,  threat to web-based applications. of 98.78%, 98.43%, and 98.30% respectively
Sequential Minimal with Cross Validation, and 98.80%, 98.15%,
Optimization, Bayes and 100% with Hold-Out.
Network, Instance-Based
Learner, Multilayer
Perceptron, Naive Bayes,
J48
20. [52] Composite of Convolutional ~ Automatic vulnerability detection is crucial for The CNN-LSTM model outperforms other
2022 Neural Network (CNN) with  information security, but traditional methods rely on  deep learning-based models with lower false-
Long Short-Term Memory  manual feature definition. Leveraging code metrics and  positive and miss rates, achieving 18%
(LSTM) deep learning, a CNN-LSTM model is proposed for  improvement in F1-score compared to previous
objective vulnerability detection. research.
21. [53] V-CNN, CWE (Common The increasing prevalence of vulnerabilities leading to  The V-CNN model demonstrates excellent
2023 Weakness Enumeration) and  actual breaches presents a significant challenge. The correctness  detection  performance in
CVE (Common  escalating number of breaches each year, coupled with  vulnerability detection, outperforming
Vulnerabilities and the expanding array of vulnerabilities, underscores the traditional static analysis methods.
Exposures) urgent need for effective preventive measures.
22. [54] Proposes an intelligent threat ~ Multi-access Edge Computing (MEC) further enhances  The proposed intelligent threat detector offers a
2023 detector based on boosted 1loT by virtualizing networks and services, reducing promising solution for addressing security
tree algorithms specifically  costs. The proliferation of 110T also brings an increase  challenges in loT environments,
designed and evaluated for in threats and vulnerabilities, making it an attractive  demonstrating high efficiency in threat
10T deployments. target for cybercriminals. 110T devices, with their  detection and suitability for implementation in
limited resources, pose challenges for traditional threat  real-world scenarios.
detection solutions designed for other paradigms.
23. [55] Framework developed using  Despite web app popularity, SQLI attacks persist, Proposed framework improves SQLI attack
2022 ML and classical techniques.  posing severe security threats. Traditional methods fail ~ detection and prevention. SVM and ANN

Implemented using Keras
and TensorFlow-Learn.

to address entire scope of problem.

identified as weak learners.
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24.

192

Ref./Yr Methodology
Hybrid approach (ANN and

SVM).
[56] Evaluation of Machine
2024 Learning Algorithms for IDS

Web Attacks Detection.
Models: RF, NB, kNN

Indonesian Journal of Data and Science

Problem Statement

Effective detection of web attacks is crucial for the
security of web applications, necessitating a robust
intrusion detection system (IDS) with accurate traffic
classification.

Performance

RF outperformed NB and KNN in average
accuracy during training. KNN achieved the
highest average accuracy of 99.4916% during
testing. RF and KNN achieved 100% average
precision and recall rates, identifying them as

the most effective algorithms.

Findings

The methodology employed for the experiment includes OpenStack Juno as the open source software utilized in
construction of public, private, and hybrid clouds. Oracle Virtual Box was used as base environment for the systems,
and Hyping was utilized to generate attacks. For monitoring, Wireshark and IP Traffic monitoring were used. The
experimental setup was done in a virtual environment with VMs and virtual LAN due to ethical and legal issues. This
was utilizing to detect DDoS flooding attacks, and the generation of normal network traffic was done using a
parameterized python-scripts [57].

The unsupervised anomaly detection system showed high performance and accuracy in detecting cyber-attacks in
large-scale smart grids. The results show that the system can optimally detect an attack with about 99% accuracy and
98% True Positive Rate (TPR) [44]. The algorithm has very high TPR (94%) and Accuracy (90%) having about 35%
dotted measure.

The Decision Tree and Random Forest classifier algorithm are recommended for DDoS flooding attacks [57]. In
line with detecting cyber-attacks, Deep Neural Networks (DNNs) and Convolutional Neural Networks (CNNs) are
effective for vulnerability detection, achieving high accuracy ratings [52], [53]. Both supervised and unsupervised
learning methods are highlighted as effective for cyber threat detection. Supervised methods, such as Random Forests,
K-Nearest Neighbor (KNN), Support Vector Machines (SVM), and Naive Bayes classifiers, are suitable for detecting
phishing attacks [45]. Unsupervised methods, including Self-Organizing Maps (SOM) and it likes are useful in
detecting threats like botnet attacks and false data injection attacks [42], [58], [59].

Valuable insights into the application of various machine learning models for different types of cyber threats serves
as a quick reference for selecting appropriate machine learning techniques, classifier algorithms, and learning types
to enhance cybersecurity measures.

Table 5. Classification Performance Measure

Ref. SN Models Detection Time (sec) Correct Classification (%)
1 Naive Bayesian 1.25 914
[57] 2. C4.5 0.58 98.8
3. K-Means 112 95.9
(48] 4. Random Forest (RF) - 99.9
5. Decision Tree (DT) - 99.9

Table 5 presents a comparative analysis of the performance measures for various machine learning models used
in the detection of cyber threats. The key performance indicators assessed are detection time (in seconds) and correct
classification percentage. The Naive Bayesian model [57] exhibits a relatively longer detection time of 1.25 seconds
and a correct classification rate of 91.4%. This indicates that while it may not be the fastest, it maintains a reasonable
level of accuracy, making it suitable for applications where computational speed is less critical than classification
accuracy. The C4.5 decision tree algorithm [57] demonstrates a quick detection time of 0.58 seconds and a high correct
classification rate of 98.8%. This makes it an excellent choice for real-time detection systems where both speed and
precision are crucial. Similarly, the K-Means model [57] provides a balance between detection time and accuracy,
with a detection time of 1.12 seconds and a correct classification rate of 95.9%, making it effective for environments



193 Indonesian Journal of Data and Science

requiring moderately fast detection without significant loss of accuracy. Random Forest (RF) and Decision Tree (DT)
models [48] achieve the highest correct classification rate of 99.9%. These models are highly reliable for accurate
identification of cyber threats, making them ideal for scenarios where precision is paramount.

Table 6. Detection Rate (DR) Analysis

Ref. SN Models DR
1. PSO + KNN 99.7
2. PSO + Neural Network 99.2
[46]
3. PSO + Decision Tree 99.6
4, PSO + Random Forest 99.6

These ensemble learning techniques are particularly powerful for this application, demonstrating their superior
ability to accurately classify cryptographic attacks. Table 6 underscores the efficacy of ensemble methods in achieving
optimal performance in cryptographic attack detection, offering valuable insights for selecting the most appropriate
models for cybersecurity systems. The analysis reveals that the models have high detection rates ranging from 99.2%
t0 99.7%

Table 7. Performance Measure (AUC)

Ref. SN MODELS AUC
1. KNN 0.94
2. Logistic Regression 0.96
3. Stochastic Gradient Descent (SGD) 0.97

[45] 4. Logistic Regression CV 0.98
5. Bagging 0.99
6. Extra Trees 1.00
7. Random Forest 1.00

[33] 8. Text-CNN 1.0
9. XGB 0.89

Table 7 presents the performance measures of various machine learning models used for cryptographic attack
detection, focusing on the Area Under the Curve (AUC) metric. The AUC metric is crucial for evaluating the overall
performance of classification models. The K-Nearest Neighbor (KNN) model achieves an AUC of 0.94, indicating a
strong ability to distinguish between classes, though it is slightly less effective compared to the other models listed.

1.01
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0.96
0.95
0.94
0.93
0.92

0.91
KNN Logistic Stochastic Logistic Bagging Extra Trees Random Forest
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=== AUC

Figure 4. AUC Reference Distribution
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Logistic Regression and Stochastic Gradient Descent (SGD) models show improved performance, with AUC
values of 0.96 and 0.97, respectively. Logistic Regression CV, an extension of logistic regression with cross-
validation, further enhances performance with an AUC of 0.98. These models are effective for cryptographic attack
detection, providing a good balance between complexity and performance. Bagging, Extra Trees, and Random Forest
models exhibit the highest AUC values, with Bagging achieving 0.99 and both Extra Trees and Random Forest
achieving a perfect AUC of 1.00.

Indonesian Journal of Data and Science

Table 8. Performance Measure (Accuracy %)

SN Ref. Models Accuracy (%) SN Ref. Models Accuracy (%)
1. MultinomialNB 90.69 14. [43] DNN 80.70
2. [41] BernoulliNB 95.33 15. GRU-RNN 90.00
3. GaussianNB 96.71 16. Decision tree 96.81
4. [42] Gas Pipeline 95.86 17. [50] Random forest 98.88
5. SWAT 99.67 18. SVM 97.58
6. J48 98.64 19. [52] CNN-LSTM 91.00
7. MLP 98.63 20. V-CNN 98.00
[44] [53]
8. Random Forest 98.10 21. Random Forest 95.00
9. Naive Bayes 96.93 22. [33] Text-CNN 98.90
10. PSO + KNN 99.30 23. XGB 93.08
11. [46] PSO + Neural Network 99.20 24, DT-Benign 100
12. PSO + Decision Tree 99.50 25. [34] DT-FTP 100
13. PSO + Random Forest 99.60 26. DT-SSH 100
MultinomialNB o
BernoulliNB L ]
GaussianNB
Gas Pipeline [ ]
SWAT ®
148 ®
MLP (]
Random Forest [ ] L I ]
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Figure 5. Accuracy Performance Across Model
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Table 9. Performance Measure (Precision,Recall,F-Measure ‘%)

Ref. SN Models Precision (%) Recall (%0) F-Measure (%)
1. MultinomialNB 86.74 81.97 84.30
[41] 2. BernoulliNB 96.45 90.33 93.29
3. GaussianNB 97.28 94.90 96.02
[42] 4. Gas Pipeline 94.63 93.72 93.83
5. SWAT 97.00 99.00 99.00
[43] 6. DNN 85.00 81.00 81.00
7. GRU-RNN 89.00 89.00 89.00
8. Support Vector Machine 89.00 89.00 89.00
9. KNN (0.82-0.89 — 0.86) 86.00 86.00 86.00
Logistic Regression
10. (0%5 hy o.9g_ 058 88.00 88.00 88.00
I (08 1000- 08 f0 i 840
12. logistic regressionCV 95.00 95.00 95.00
13. Bagging 98.00 98.00 98.00
14. Random Forest 99.00 99.00 99.00
15. PSO + KNN 98.80 97.60 98.20
[46] 16. PSO + Neural Network 95.40 99.60 97.50
17. PSO + Decision Tree 98.50 99.20 98.80
18. PSO + Random Forest 98.50 99.30 98.90
19. Decision tree 67.31 85.00 75.13
[50] 20. Random forest (2) 95.11 84.70 89.60
21. SVM 70.08 99.99 82.40
[52] 22. CNN-LSTM 92.00 99.00 95.00
23. Text-CNN - - 97.96
[33]
24, XGB - - 85.57
25. DT-Benign 99.97 99.97 99.98
[34] 26. DT-FTP 99.87 98.96 99.13

27. DT-SSH 99.13 99.07 99.10
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Figure 6. Accuracy, Precision And Recall Performance Analysis

In Table 8 and Table 9, various models are evaluated based on their performance measures including accuracy,
precision, recall, and F-measure percentages. Here is a comprehensive analysis focusing on the most used models, the
best-performing models, and a recommendation for further application:

Most Used Models

o Random Forest: Random Forest appears multiple times in the table with high accuracy percentages ranging from
95.00% to 99.53% . It is a popular ensemble learning method known for its robustness and accuracy in
classification tasks.

e GaussianNB: Gaussian Naive Bayes is another frequently used model with accuracy percentages ranging from

96.71% to 95.33% . It is a simple yet effective probabilistic classifier based on Bayes' theorem with the
assumption of independence between features.

Best-Performing Models

e PSO + Random Forest and PSO + Neural Network: The combination of Particle Swarm Optimization (PSO)
with Random Forest and Neural Network models achieved high accuracy, precision, recall, and F-measure, with
values ranging from 95.40% to 99.60%. This demonstrates the superior performance of these hybrid models in
classification tasks.

e SWAT: The SWAT model stands out with an impressive accuracy of 99.67% and high precision, recall, and F-
measure percentages . This model showcases exceptional performance in the evaluated metrics.
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Discussion

The findings highlight the efficacy of several machine learning (ML) techniques in detecting cryptographic attacks,
emphasizing the importance of effective model selection. Decision Tree (C4.5) and Random Forest gave optimal
performance scoring 99.9% across precision, recall and f-1 score, making them highly reliable for threat identification.
Other supervised learning approaches such as Naive Bayes, K-Nearest Neighbors (KNN), and Support Vector
Machines (SVM) are discovered suitable for phishing and intrusion detection. The comparative analysis of detection
time and classification accuracy showed that while Naive Bayesian classifiers offer good accuracy, their detection
time is relatively high, making them less ideal for real-time applications. C4.5 and ensemble methods like Particle
Swarm Optimization (PSO) with Random Forest provided a balance between speed and accuracy.

Strategies for Implementing Machine Learning in Cryptographic Systems

The deployment of machine learning (ML) models in cryptographic attack detection requires a structured approach
that ensures efficiency, adaptability, and real-time threat mitigation. ML models must be optimized for real-time attack
detection. This involves ensuring algorithm efficiency and reducing model complexity. Table 10 highlight the
techniques used in the reviewed articles with optimal performance.

Table 10. ML Implementation Strategies

Model Implementation

The Random RF model, optimized for performance, is implemented as an ensemble learning approach that aggregates

Forest (RF) predictions from multiple decision trees. Utilization of Bootstrap aggregation enhanced efficiency,

[45] increasing diversity in decision-making and reducing model variance.
The model employs feature randomness, selecting random subsets at each split to prevent dominance by
correlated attributes and improve generalization across attack scenarios. Gini impurity was used for
feature selection, optimizing the model’s ability to distinguish normal from attack-related activities. This
ensured accurate detection of complex cryptographic attacks while maintaining robustness against noise
and overfitting.

PSO + Neural Weighted PSO improves feature selection by prioritizing the most relevant attributes, which enhances

Network [46] classification accuracy. The refined features are subsequently input into a Multilayer Perceptron (MLP)
neural network, ensuring that the model processes the most relevant data for identifying intrusions
effectively.
Once feature selection is complete, the Neural Network (NN) model is designed and trained to classify
network traffic effectively. The MLP architecture consists of an input layer, multiple hidden layers
(typically 60), and an output layer. The ReLU activation function is applied to introduce non-linearity,
enhancing the network’s ability to detect complex attack patterns. Training is performed using
backpropagation with adaptive weight updates, ensuring fast and stable learning. Hyperparameters like
batch size, learning rate (o = 0.0001), and maximum iterations (Max-Iter = 200) are cautiously adjusted
to ensure model accuracy. To prevent overfitting, dropout regularization is applied, allowing the model
to generalize well to new data.

DT-Benign In implementing Decision Tree (DT) model, the dataset is properly preprocessed by handling missing

[34] values, removing redundant attributes and normalizing numerical features for consistency. The dataset is
split for training and testing (7:3) and the model is trained using entropy as the splitting criterion. The
training process involves tuning hyperparameters such as tree depth and minimum samples per split to
prevent overfitting while maintaining high classification accuracy.
The deployed model analyzes key attributes such as packet length mean, destination port, and flow rate
to assess whether a network request is indicative of anomalous behaviour. To strengthen its reliability,
continuous monitoring and periodic retraining are implemented, allowing the model to adapt to emerging
attack techniques. Logging and alerting mechanisms are essential for ensure timely action against
potential threats.

Recommendation

Based on the analysis of Findings, it is recommended to consider the following for further application:
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e Ensemble Methods: Given the success of Random Forest and Bagging models in achieving high accuracy
percentages, further exploration of ensemble methods could be beneficial. Techniques like boosting and stacking
could be investigated to potentially enhance classification performance.

¢ Hybrid Models: Models combining optimization algorithms like PSO with powerful classifiers such as Random
Forest show promise in achieving superior results. Exploring hybrid models that leverage the strengths of
different algorithms could lead to improved performance in various domains.

e Model Selection: Depending on the specific requirements of the classification task, it is essential to carefully
select the appropriate model. Consider factors such as interpretability, computational efficiency, and the nature
of the dataset when choosing a model for application

The analysis of Table 9 highlights the effectiveness of certain models in achieving high performance in
classification tasks. By leveraging the strengths of top-performing models and exploring innovative approaches,
researchers and practitioners can enhance the accuracy and reliability of classification systems in various domains.

The research project applied the application of varioius machine learning models for combating a spectrum of
cyber threats, as evidenced by the detailed analyses the tailored selection of models for specific cyber threat scenarios,
emphasizing the significance of employing appropriate learning methods and classifier algorithms. Notably,
supervised techniques like Random Forests and KNN are adept at detecting phishing attacks, while unsupervised
methods such as SOM and DBN excel in identifying botnet attacks and false data injections. The recommendation of
Decision Tree methodology for DDoS flooding attacks and the effectiveness of DNNs and CNNs for vulnerability
detection underscore the versatility and efficacy of machine learning in cybersecurity.

Table 9 provides a comparative analysis of performance measures across various machine learning models,
shedding light on the trade-offs between detection time and correct classification percentage. Models like Naive
Bayesian exhibit commendable accuracy albeit with longer detection times, making them suitable for scenarios
prioritizing precision over speed. Conversely, the C4.5 decision tree algorithm stands out for its rapid detection time
and high accuracy rate, ideal for real-time detection systems. The Random Forest and Decision Tree models emerge
as top performers in terms of correct classification rate, emphasizing their reliability in precise threat identification.

General Interpretation of Results

The research project's findings contribute valuable knowledge to the realm of cybersecurity, offering practical
guidance for bolstering cryptographic attack detection and vulnerability analysis through the strategic application of
machine learning and deep learning techniques. It provides insights into the strengths and weaknesses of each model,
contributing to enhanced cryptographic attack detection and vulnerability analysis.

Limitations of Evidence

This research has certain limitations, including its reliance on a simulated environment, which may not fully reflect
real-world conditions. Additionally, assumptions regarding DDoS attack characteristics and network behavior could
impact the accuracy of findings. Another concern is the potential for false positives and false negatives, which may
affect the model’s reliability in practical deployment scenarios [60]. These limitations and gaps requires further
examination to improve the accuracy and practicality of DDoS attack detection [61]. In addition, the dataset utilized
by various models are not aggregately quantified to output equal measures of performance thereby limiting the
baseline of the results

4, Conclusion

The research project's comprehensive exploration of machine learning models for cybersecurity applications
underscores the critical role of tailored model selection in addressing diverse cyber threats effectively. By leveraging
supervised and unsupervised learning methods, organizations can enhance their threat detection capabilities across a
spectrum of attack vectors. The performance analysis provides valuable insights that help in making informed
decisions about using machine learning models. It highlights the need to balance detection time and classification
accuracy. Notably, the Random Forest and Decision Tree models achieved the highest correct classification rate of
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99.9%, proving their reliability in accurately identifying threats. This outcome value reinforces the notion that these
models are not only highly accurate but also excel in swiftly detecting cyber threats. Therefore, organizations seeking
optimal precision in threat identification can confidently rely on Random Forest and Decision Tree models for robust
cybersecurity defense strategies.

By leveraging the performance outcomes of specific models, organizations can make informed decisions to fortify
their cybersecurity posture and proactively combat evolving cyber threats with enhanced accuracy and efficiency.
Utilizing an algorithm that can blend cryptographic algorithm and machine learning to detect ransomware will aid
optimal protection of cryptographic systems [33].
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